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Electronic Medical
Records Data Safety &
Security

Patient Data is an ASSET

You need to Protect It




EMR Patient Data Scenario-Multiple Inputs
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Data In

Diagnostic Devices

Incl: Physiological Monitors
Blood gas analysers
Ventilators

Infusion Pumps
Etc...etc....
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PAS Module
Labs Module
Order Comms

Data Out

PICU

Automated Charting

Integrated Clinical Information System
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Care Pathways

Automated Reporting

Imaging Systems|

Telepath

& Other hospital

Systems

Lab, RIS

._.‘.-_ 4 g 3 el

E-health libraries

FECOELDGRERD




*  |AxSys
HealthTech

Concerns on EMR Data

|

o Safety & Security of Patient Data
 Confidentiality of Patient Data
 Misuse of Data

« Availability of Data

* Insurance/Regulatory Issues
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Some Guidelines

/ASTM American Society for Testing & Materials
(Access Control, Authentication & Non-Repudiation)
*HIPAA- Confidentiality and Security

*NABL- Accreditation of Indian Healthcare
Providers-Internationally Accepted

*JCAHO ( Focus on Patient Care)
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Current Scenario .

*NABH has some released guidelines for Accreditation

of healthcare providers this year in February 2006

*The Guidelines are designed to bring in standardization
In healthcare practices

NABH certification mandates minimum standards for
Manpower, Facilities and Maintenance of records
Example- Reports are to be stored for a minimum period,
Reports have to be signed by Authorized Personnel only
*National registries require medical records to be stored
for long periods of time




Insurance and Regulatory
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. Access to Medical Record
. Data Sharing between healthcare providers and

the Insurance Cos — Security & Confidentiality

. Fraud Control — Incorrect Claims

. Disease Patterns- Statistics & Risk Assessment
. Digital Signatures- For Electronic Data Transfer
. Evolving Regulatory Environment- New Rules

keeping the Consumer in Focus
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Administrative Procedures for Data Security,
Integrity and Availability

*Accreditation

eData back up Plan

Disaster Recovery Plan
*Access Management Plan
Maintenance Plan

*Personnel Policy

*\Virus Protection Plan

eUser Education & Training Plan
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Technical Procedures for Data Security,
Integrity and Availability

*Access Control
eAccountability (tracking)
Data Back up and storage
*Role Based Access

*User Identification

*Alarms and Event reporting
«Audit Trall

*Encryption

«Sign Offs




Access Control
-Log In

Lk Fypgantaiionfieg Ik Firr e Shis ol
eIy




Samms ;. Ciemmen Fstiesnl
St o Mo

Fatiank [ecoeil
il Jevysler Lags
gl
) gl e

[
=i
>
Labs
&4
—Ii“_l

&l

Eil LEaJaly Viesser

Uowad "o 1 gl
Liser MHanagersersl

B = =

IO VR 0L 190 R

Peied [Pt 30 doys -

Sssion a0 =| EEmhams |

S = i” Ssbact all Everiy
" emran [ e I o |
L Hare Deipdes  Desigriates  Desariress  SLaT Tepe Shawi s Erad Dk Myches Hawm  Pladws P Sesdow et Loggsd Fe

- o i C e I Mo iJiecan 0 11 21 1 e WARiTT e 1IN - ]
=+ i .- S - N - - - - - | o [ i B s __- .
+ | Tt S rEnsty o P Spes More Cinacken | DS TOTD00 | 2510 cDis | MR ErT - S 1B D 2T Drasciive :EESI-&:I:I
Eweeit Typs Evenk Duimle Sheer Patierd Hare Tire: Logged
| o | Loge o Exmicars - ApFEH | | | ooy ez mmen |
L Hare [esgristin  Cegartren  SoT Teos St Demtn Ered D Machive My Fyows F Sempon Bson  Lopped Fro
1_-|:-n*-~ndr-||:rm | | Pist Spect | Mor-Chrecian | o fomcons, | |semErrra- | 19 168 100 200 fetre [Prsitm |
Hesdis: 1 e S5al 5 e 1 > =

Plcrmeed | Cad

B s

r} Plarmuanli Prmegsiard

Ty Fe=al
- 302 o ks i

Log In history




m Confidentiality-

Anonymization of Patient Data when
collaborating or sharing data
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Creation of security groups for Users
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Access Control Management- Administration
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Digital Sign Off
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Failed Log in record- Track of Access Attempts
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Role based access in Managed Clinic Network
- Need based Access
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Conclusion

v'You can protect the confidentiality and safety
of patient data in the Electronic Environment

v The administration will need to evolve a policy on
the access control management, data back up
management & Contingency Plan

v'Systems and controls need to be built for an effective
plan to protect the data of the patient and meet the

regulatory needs in the electronic platform
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